DATA SHEET

RSA® ID Plus Subscription Plans

A complete, secure identity platform—for everyone, everywhere

Whether you're working in cloud, hybrid, or on-premises deployments, ensure that you have the right level of assurance,
protection, and controls by choosing any of the four RSA” ID Plus subscription plans that work best for you.

Trusted identity your way

ID Plus subscription packages provide all the capabilities you need in one solution to Benefits
secure your business. Select the subscription package and add-ons that your business
needs. You can also expand your ID Plus subscription plan with new add-ons as your = A complete identity
needs change: and access management
ID Plus C1 (IAM) solution
Authentication and access for users and applications in the cloud. = The only authentication
Cloud-only deployment that supports multi-factor authentication (MFA), attribute- and and access
role-based access controls, single sign-on, web portal, and other capabilities. management solution
that can extend across
2 Mobile Lock .
o) — cloud, hybrid, and
g H on-premises
< — configurations
ID Plus E1 Security-first
Hybrid authentication for supported users and applications across all environments. capabilities that
ID Plus E1 can be deployed across cloud, hybrid, and on-premises environments and protect against
supports MFA, attribute- and role-based access controls, Web and Agents / RADIUS the most frequent
integrations, on-premises Directory, and more. and highest-impact
cyberattacks
g Moock Risk Al Premium Support Adaptiavei\fcess RS:SIID\SlOO SecToken Voice OTP STP ) Attain operational
3 -@b @ @ efficiency at
< lower costs
ID Plus E2
Hybrid authentication and access for users and applications across all environments.
ID Plus E2 can be deployed across cloud, hybrid, and on-premises environments and
supports MFA attribute- role-based, and adaptive access controls, Web and
Agents / RADIUS integrations, cloud / on-premises, and custom Directory capabilities,
customizable web portal and SSO for unlimited applications, customizable advanced
workflows, and more.
2 Mcock Risk Al Premium Support ‘Web Proxy RSA DS100 SecurlD Token Voice OTP SMSOTP
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Add-ons

OWN YOUR
ID Plus E3 IDENTITY.

Hybrid authentication and access, premium support, adaptive access controls, RSA® Risk Al, RSA® Mobile Lock,
web proxy, and additional features across cloud, hybrid, and on-premises environments.

ID Plus E3 is the most comprehensive package, represents the best value, and includes premium features that are only
available as add-ons in the other subscription packages.

RSA DS100 SecurlD Token Voice OTP SMSOTP

EOB Q&

ID Plus add-ons

Mobile Lock
ﬁ RSA® Mobile Lock: Detects critical threats to a mobile device and restricts the user’s

ability to authenticate until the threat issue is resolved.

Risk Al

RSA® Risk Al: Provides the most sophisticated level of automated access security by
intuitively determining user risk before granting access to systems and data, keeping bad
actors out and letting trusted people in.

Premium Support

Premium Support: Get direct access to a team of support experts who can provide a

V) heightened level of assistance and guidance, and faster response and resolution times.
‘Web Proxy
=“¢‘- Web Proxy: Advanced integrations and standards, including Trusted Headers.
o)
&5

Adaptive Access: A more flexible and context-dependent approach to access, with
conditional policies based on dynamic elements including device, network, and
geographic location.

DS100: The RSA DS100 authenticator supports FIDO2 and OTP authentication on one
device with secure, field-updatable firmware.

SMSOTP

SMS/Voice: One-time password (OTP) delivered on-demand through SMS / voice
telephony credits.

Voice OTP

o)
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OWN YOUR
IDPlusC1  IDPlusEl  IDPlusE2  IDPlusE3 IDENTITY.
Features
$2/month peruser $4/month peruser = $6/month per user Contact Sales

Deployment Models Cloud-Only Cloud / Hybrid / On-Prem Cloud / Hybrid / On-Prem Cloud / Hybrid / On-Prem
Cloud Service (CAS) (/] (/] (] (/]

Identity Router (IDR) ] o o

Authentication Manager (AM) (] (/] (]
Server license (Enterprise Edition) o Q (/]
Software tokens (SID 820) Q (/] (/]
On-demand authentication Q Q Q
Up to 15 replica servers Q Q Q
Virtual appliance Q Q (/]
Hardware appliance

Multi-Factor Authentication Cloud-Only MFA Hybrid MFA Hybrid MFA + SDK Hybrid MFA + SDK
FIDO (] ] o o
Mobile Push o ] o o
Biometrics (] (] o o
Apple Face ID / Touch ID (/] (/] (] (/]
Windows Hello V] ] ] ]
oTP ] ] o o
QR Code (/] (] ) ]

SMS / Voice
Hardware Token (SID700/D$100)
3rd party authenticators (] (] (/] (]
RSA Mobile SDK o o
Offline authentication V] ] o
On-prem MFA failover (] (/] (/]

Single Sign-On Basic = Enhanced Enhanced
Application Limits up to 10 applications unlimited applications unlimited applications
Portal Rebranding & Customization (/] (/]

Custom Domain / URL (/] (/]

Contextual Access Static Static Adaptive Risk-Based
Static Rules (V] (] o )

User group Q Q Q Q
User role / attribute Q Q Q Q
Network (IP range) (/] (] (/] (/]
Adaptive Access Q Q
Country 0 (/] (]
Trusted location Q (/] (/] .
Known device (/] V] (]
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User agent Q ° OWN Y@@B@\
Authentication source @ Q I D E N T I TY.
Risk Al ()
Risk Engine 2.0 9 (] o
Identity Confidence scoring Q Q Q
Risk Al dashboards & analytics Q (/] (/]
Threat Aware Authentication @ (] (/]
Integrations Web Standards Web + Agents/RADIUS Web + Agents/RADIUS All Integrations
Federation (/] (] (V] V]
SAML 2.0 (] (/] o
olbc 9 (/] (] )
RADIUS (] (] ]
Agents (] (] (V]
Desktop login (Windows, macOS) (V] (] (]
Server login (Windows, Linux) (/] (/] (]
Custom web server (IIS, Apache) Q (/) Q
Native (ADFS, Citrix, EPIC, etc) (] (V] o
RSA Authentication API (REST) (] (] o
Web Proxy Q
Trusted headers Q Q
Password vaulting (/] (/]
Kerberos/IWA (] (]
NTLM 9 o
Workflows Standard Standard Advanced Advanced
Self-service enrollment (/] (/] (] (]
Help desk / admin-assisted (/] (V] (/]
Credential management (/] (] (/] (]
Password reset ] (] (] o
Emergency access (] (] V] )
Custom workflows (Admin API) (] ]
Directory Cloud-Only Cloud/On-Prem Cloud/On-Prem/Custom  Cloud/On-Prem/Custom
ID Plus Cloud Directory (/] (] (] (/]
Active Directory / LDAP (/] (] ]
Azure AD (Entra ID) (V] (V] (V] o
AM Internal Database (] (] o
Custom user stores (SCIM) (] (/]
Mobile Lock** Included
40+ mobile threat vectors (/] (] (] (]
Custom threat profiles (/] (/] 9 (] .
ML dashboards & analytics (] (] (] (]
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OWN YOUR

Support** Basic 9x5 support Enhanced 24x7 support Enhanced 24x7 support Premium 24x7 support
Online community access (/] (/] (/] (/] I D E N T I TY.
Live technical support 9x5 support 24x7 support 24x7 support 24x7 support
Premium support Qo
Customer Success™ Included Included Included Included
In-depth business reviews (/] (/] (] (]
Strategy mapping (/] (] (] (]
Customer Success Manager o Q Q Q

@ indicates Add-On availability
*Customer Success availability for C1, E1-E3 is based on annual spend matrix as below:
Digital experience < $10K
Standard CSM > $10K and < $100K
Named CSM > $100K

**Mobile Lock & Premium Support are included in E3 for new contracts executed post October 16th, 2023, unless otherwise is specified in existing quotes.

Mobile Lock is not currently FedRAMP authorized for any ID Plus subscription package.

About RSA :

The Al-powered RSA Unified Identity Platform protects the world’s most secure organizations from today’s and tomorrow’s
highest-risk cyberattacks. RSA provides the identity intelligence, authentication, access, governance, and lifecycle
capabilities needed to prevent threats, secure access, and enable compliance. More than 2,000 security-first organizations
trust RSA to manage more than 60 million identities across on-premises, hybrid, and multi-cloud environments. For more
information, go to RSA.com.
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