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CLOSING THE SKILLS GAP  
Cybersecurity experts always say “the human element” is the weakest link in 

the security chain, and that’s correct. We don’t have enough humans.

Any number of statistics paint a troubling picture of the talent shortage in  

cybersecurity, so here are several: in the annual Frost & Sullivan Global  

Information Security Workforce Study for 2015 (which polled 13,930  

professionals), 62 percent of respondents said they had too few people on 

staff, up from 56 percent the prior year. That same survey projected a 6 

percent increase in cybersecurity jobs during 2015—and a 1.5 million person 

shortage of qualified IT security professionals by 2020.

In other words, even if your company has an unlimited budget for cybersecurity— 

which isn’t likely even in this field—you will still not find the staff you need. The 

problem isn’t money. The problem is lack of skilled labor, period. “35% of the open 

positions in cybersecurity can’t be filled today because there are not enough 

skilled candidates. A lot of those skills are very technology oriented linked to  

processes such as risk identification, risk prevention, and control  

implementation.”*

At the same time, the evolution of cyber-attacks and of modern IT usage are 

both shaping how the cybersecurity profession should confront the “skills gap.” 

“The ability to translate very nuanced technology-related risks into business 

implications are crucial skillsets that can help organizations align cybersecurity 

to their business needs.”* On the threat side, phishing attacks are more and 

more common; they were the top threat cited in the Frost & Sullivan survey, by 

far. On the IT systems side, more and more companies now accept a world of 

cloud-based data storage; users working remotely on open Wi-Fi networks and 

mobile devices; and an extended enterprise with many outside parties working 

temporarily on parts of your network. That makes the very idea of  

perimeter-based security obsolete.

Now string all those factors together: a personnel shortage no single company can 

overcome; cyber threats based on disguising themselves as legitimate users; and a 

modern IT world where smart identity management is more important than a tough 

firewall. Combined, those forces are pushing us to a security world that uses better, 

automated analytics to help security professionals—a system that can empower any 

security analyst to do more, and do it more effectively, as he or she sorts through 

vast troves of IT activity to find the real threats.

So how did we get there?
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ABOUT RSA
RSA helps leading organizations around the world take command of their 

security posture by partnering to build and implement business-driven security 

strategies. With RSA’s award-winning cybersecurity solutions, organizations 

can effectively detect and respond to advanced attacks; manage user identities 

and access; and reduce business risk, fraud and cybercrime. For more  

information, go to rsa.com.
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