Thrive in a GDPR World

What does it take?

The GDPR represents a new way of doing business. With strict requirements around data privacy and protection—and big penalties for
noncompliance—the GDPR is accelerating the convergence of business risk and IT risk. With the right tools and processes, organizations
can address the GDPR while gaining the beneﬁts of a Business-Driven Security™ strategy.
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Data governance is crucial in controlling who has
access to data in organizations from a data protection
point of view. Organizations must protect PII
(personally identiﬁable information) in a number of
different ways and must be able to demonstrate due
diligence in keeping accurate records of processing
activities.

BUSINESS-DRIVEN SECURITY
IN A GDPR WORLD
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Risk Assessment

Article 32 of the regulation outlines appropriate
elements of a security risk assessment process to
ensure controls and risk are appropriately designed
and implemented. An effective risk assessment
process accelerates identiﬁcation of the linkage
between risks and internal controls, reducing GDPR
compliance gaps and improving risk mitigation
strategies.
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Breach Response

Article 33 of the GDPR outlines speciﬁc requirements
for notiﬁcation of a personal data breach to the
supervisory authority. Accomplishing this objective
will require a combination of processes and
technical capabilities including security incident
management, security operations and breach
management, as well as tools for deep monitoring,
forensics and analysis of data activities.
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Compliance Management

Compliance program management provides the
framework for establishing a scalable and ﬂexible
environment to document and manage your
organization’s policies and procedures to comply
with the GDPR. This includes documenting policies
and standards, assigning ownership, and mapping
policies to key business areas, objectives and controls.

EMPLOYEES

Handle Threats Quickly – The RSA NetWitness Suite is a threat detection and response
platform designed to allow security teams to detect and understand the full scope of a
compromise by leveraging logs, packets, endpoints, and threat intelligence.

Control Access to Data – The RSA SecurID Suite, including RSA SecurID Access and
RSA® Identity Governance and Lifecycle, is designed to help any size organization minimize
identity risk and deliver convenient and secure access to their modern workforce.

Report Breaches Within 72 Hours of Discover – RSA NetWitness® can help speed up
the process of understanding the scope and nature of a breach with improved visibility
into the attack sequence. RSA Archer® can help manage the processes for breach and
crisis management response.

Implement a Risk and Compliance Program – The RSA Archer® Suite is an industry
leading solution engineered to help organizations manage multiple dimensions of risk
on one conﬁgurable, integrated software platform.
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Document and Manage Processing Activities – RSA Archer® offers speciﬁc use cases
designed to help organizations establish and maintain a data catalog and execute
PIA/DPIAs in support of GDPR compliance.
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Build a Program for the Future – RSA offers organizations a range of strategic services
designed to craft a business-driven security strategy, build an advanced security
operations center and revitalize your governance, risk and compliance (GRC) program.
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With a unique scope of products and services spanning
risk assessment, security controls deployment and
management, and ongoing compliance management,
RSA can act as a strategic partner to help any organization
in its journey towards GDPR compliance.

Learn more at

RSA.com/GDPR

