
Concentrates on 
conventional security 
activities suet, as: 
• Developing policy 
• Implementing and 

operating security 
controls 

rr professionals 
with security 
skills 

Focuses on reactive and 
day-to-day activities 

Siloed approact, 
with "we11 do rt all 
oursetves" attrtude 

MISSIO N 

Sl'lift:s focus to business­
c.enbic and advanced 

tectlnical activities suet, as: 
Business risk arialysis • 

Assetvaluation • 
IT supply chain integrity• 
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Data warehousing• 

Process optimization • 

EXP ERTIS E 

FOCUS 

Multidisciplinary 
group of specialists 

with diverse 
business leadership 
and tedlnical skills 

Focuses on proactive and 
strategic activities 

Collaborative 
approact, 

with shared 
accountability 
for protecting 

information 

VIEW OF RISK 

O,eck�ist or 
compliance view 
vi.tlereby Security's 
goal is to mitigate 
all risks 

Look at security events 
generated by 
dedicated 
security 
devices d2ll!Uiiiiilhhi 

CONTROLS 

Basic infrastructure 
security controls 
are operated by 
Security 

/'AJdrtors periodically 
assess security 
controls using 
manual 
methods 

Business unrts own the 
risk/reward decisions. 

Security operates a risk 
consuttancyto advise the 

business on assessing 
and managing risks 

DET ECTION 

Use intelligence-driven security 
to detect malicious activity 

within business processes 
Collect data from• 

variollSintemal 
and extemal sources 

Apply data-enrichment• 
and arialytics techniques 

OPERATION 

Selected, well-established, 
repeatable security processes 
are delegated to internal and 

external service providers 

Governed by Security• 
through Service Level 

Agreements (SLAs) 

ASSESSMENT 

Controls assurance 
analysts continuousty 

collect evidence on the 
efficacy of security 

controls using more 
automated methods. 

Audrtors use this evidence 
in their assessments 

PROCESS IMPROVEMENTS 

Security processes 
are improved on 
an ad-hoc 
basis 

Security processes are 
consistentty tracked, 

measured, and optimized 
based on process el!pertise 

and formalized methods 

TA LENT 

Mostty 
backgrounds 
in rT and .,.:"T.:::,"r.::;;;;:'I 
security 

�1WEETTHIS 
www.emc.com/rsa-sbic11 

Broadened to also 
indude backgrounds 
suctl as data science. 

math.history, 
economics, milrtary 

intelligence. and 
business anatysis 
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