WEB THREAT DETECTION TRENDS IN E-COMMERCE

Fraud Investigation:
Big Job, Small Team

An inverse relationship of resources to theft opportunities appears to
favor cybercriminals rather than the team employed to stop or at least
slow them down long enough to mitigate their presence. Even the best
threat detection tools won't help if fraud response teams are not enabled
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Cybercriminals Take Vacations Too

Cybercriminals are human too, and like us, they pay their bills, take vacations,
go to the movies, and appreciate the latest electronic gadgets. The only
difference is that cybercriminals seek to use someone else’s hard earned cash
or credit to pay their way. Some retailers are more lucrative to cybercriminals,
thus potentially hold greater fraud risk.
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Web Behavior Analytics is New
Territory for Fraud Investigation

Retailers employ many technologies to protect their customer-facing applications, mainly web
application firewalls, intrusion detection/prevention systems, web vulnerability scanners, and
encryption/tokenization. This polyglot of solutions reflects both the diverse sources of cyber
theft and the evolving means businesses are taking on multiple fronts to identify and
eliminate threats. However, these legacy tools are not architected to isolate patterns from
threats such as account takeover, fraudulent transactions, abuse of business rules, or the
scraping of private data off ‘protected’ web pages.

Web behavior analytics is new territory for fraud investigation. In fact, only 17% of respondents
report being familiar with how web behavior analytics can be used to drastically improve fraud
investigation. But it is rapidly gaining attention for its ability to identify suspicious behavior
patterns outside what is typical for a majority of visitors to a website. For example, how do
users navigate the site from page to page? Does it comport to other “normal” user sessions
around the same time? Are the user’s page transitions, click-times and frequency of clicks by
page outside what’s normally observed? By isolating variances, web behavior analytics can
interpret and project them to demonstrate that some level of fraud may be occurring.

“Web behavior analytics by its very nature lends itself to quantifiable
intelligence on website security. We believe the ability to guide
anti-fraud capabilities with business rules, compute risk scores
to automate decision-making, and measure the bottom-line
effectiveness of anti-fraud mechanisms make a compelling
case for organizations to enhance their website protection.”
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RSA Web Threat Detection

RSA Web Threat Detection leverages web behavior analytics to help organizations
transform how they detect and investigate digital fraud across their Web and
mobile applications. The solution delivers immediate value with an out-of-the-box
rules library to address many common high-impact fraud threats, and custom rules
can be deployed in seconds allowing organizations to respond in near real-time to
emerging fraud.

Today, RSA Web Threat Detection is used to protect many of the world’s leading
e-commerce websites and nearly half a billion consumers.

Ask yourself:

« Are you aware of who or what is on your website?
« Are you prepared to act at the speed of fraud?

- Are you ready to take a new approach to fraud risk management?

To learn more about how RSA Web Threat Detection can help,
visit www.rsa.com.
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