






Market     Pulse

4

	
Social Media, Virtualization, Mobile Devices on the Upswing

Source: IDG Research, April 2009 

	 Increase in	 No change 	 Decrease
	 usage	 in usage	 in usage

Virtualization technology

Personal consumer mobile  
devices such as iPhones

Social networking platforms/media

Cloud computing

Consumer VoIP services such as Skype

	 83%	 13%	 —

	 65%	 25%	 3%

	 51%	 34%	 —

	 34%	 44%	 —

	 25%	 48%	 4%

How has usage of the following web  
and communications technologies  

(for business purposes) changed  
at your company over the past  

12-24 months?

based in Troy, Mich., has already moved its email, payroll 

and benefits, and ERP systems to the cloud, with a long-

range strategy of focusing its IT organization on support 

rather than technology, says CIO Dennis Hodges.

“We ask our cloud vendors for a lot of documentation 

about how they secure our data,” Hodges says. “So far, 

we’ve found that because their business depends on 

it, they’re much better at security than we could ever 

be — but that’s because we look for vendors that are 

recognized for their technology.”

Inteva has acceptable use policies that, while not 

technology-specific, require employees not to damage 

the company’s reputation or disclose corporate secrets, 

as defined in Inteva’s employment code of ethics and 

employment agreement. It also conducts regular user 

trainings for its cloud-based applications, although 

Hodges notes that these applications are almost entirely 

on the back end. When employees use Microsoft Out-

look, he says, they can’t tell that their email is going out 

to a cloud-based service provider.

Hodges’ advice to other businesses as they develop a 

new information security model for the hyper-extended 

enterprise is simple and basic: Perform due diligence 

first, not later or only when something goes wrong. 

Choose vendors that have proven track records and 

references from major customers. Follow the same 

security strategy that you would in deploying an internal 

system. And above all, he says, “If you think you’re giving 

something up by adopting one of these technologies, 

don’t do it.”

Conclusion	
The need to be increasingly flexible and responsive to 

changing market conditions means the hyper-extended 

enterprise is here to stay. As enterprises adopt these 

technologies for competitive advantage, capitalizing on 

new opportunities while minimizing risk requires them to 

formulate a new approach to information security.

To do so, Cloutier suggests, consider these three steps:

1.   �Ask the business side how they expect to use a given 

technology and why, and then make decisions based 

on actual business needs rather than potential ben-

efits and presumed threats. 

2.  �Test the technology and make decisions based on its 

actual performance.

3.  �Ask vendors for their opinions. As vendors learn to 

support products beyond the traditional boundaries of 

the enterprise, they can increasingly share customer 

stories, both successful and otherwise.

For more information, visit www.RSA.com/innovation
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